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1.Microsoft Intune

1.1. Overview

Microsoft Intune is a Mobile Device Management solution that is designed to keep sensitive data and
resources protected. As part of this implementation, enrollment of mobile and tablet devices is a
requirement to access Office 365 resources (Email, etc). This guide is designed as a How-To for enrolling
mobile and table devices. This guide is not designed as a troubleshooting guide for errors during the
enrollment process. This guide also provides instructions on installing and configuring Outlook for email
access.

Once enrollment is complete, IT will be able to manage limited aspects of the mobile and tablet devices for
protection purposes only. Access to personal apps and data will not be lost and there is no need to manually
configure company network or email connections. All private aspect of the mobile and tablet device remains
intact and is not accessible by IT. The following is a list of benefits of device enrollment:

. Access the company’s network.

. Access email and other work files.

. Reset mobile and tablet devices to factory settings if it is lost or stolen.
. Automatically configuration of company email accounts.

. Get company apps from the Company Portal.

P Security
Com pany requirements

Yoo

OneDrive Excel Outlook

Twitter n
@ (M Full wipe (if lost or stolen)
xJ

PowerPoint Word

+ Device PIN
+ Encryption
» Company network settings

Facebook Tumblr SmartGlass

Personal
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1.2. Privacy Overview
The following image covers what IT is able to see on the mobile or tablet device:

We care about your privacy

IT cannot see this type of information on your phone or

tablet:
CALL HISTORY @ LOCATION
TEXT MESSAGES E' CAMERA ROLL

d D)

<71 PERSONALEMAIL, ——
z ﬂ CONTACTS, AND ™T™1"] PCRSONAL DATA
CALENDAR

N
1 WEB HISTORY (b PERSONAL APPS

IT can see this type of information on your phone or tablet:

L J OWNER | MODEL
AR 0

Wiow DC\/ICE NAME #n OPERATING SYSTEM

ﬁ SERIAL NUMBER |. COMPANY APPS
Eﬁ MANUFACTURER

Your privacy is important to us!
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1.3. Management Overview
The following are security changes of the mobile or tablet device after enrollment is complete.

e Device will be encrypted if it is not already.

e A pin passcode will be enabled if it is not already or does not meet complexity.
e Screen time out (i.e. 5 minutes) and requires passcode to login

e Passcode changes every X amount of days

e Passcode must be minimum length (4)

e Cannot use the last 3 passcodes

e Device security (block apps from unknown sources, require threat scan on apps)

Note: Jailbroken devices are not allowed to enroll

Note: Un-Enrollment of the device removes the security enforcements which allows the device to be set
back to the original preferences.

2.Enrollment Instructions

2.1. iPhone Enrollment
Prior to starting the enrollment process charge the mobile or tablet device. If the device is connected to the
SLUCare Users wireless network, disconnect to use cellular access prior to starting.

This process is only for iPhone i0S versions 8.1 and higher, do not start this process if the iOS version is less
than 8.1. If the iOS version is less than 8.1, upgrade before starting the process.

Note: iPhone screens vary based on OS versions and the screens in this document may not appear exactly as
the device being enrolled.

1. Select the App Store from the Home 2. Type Intune in the Search bar, select
screen Intune Company Portal
3 cooco Verizon 7 12:17 PM £ -
o

1 intune

intune company portal
Calendar Photos Camera

intune
®»

—— intune company
Clock Weather Stocks

] L

~e Reminders News

22508

intune radio

intunes

microsoft intune company portal

micrnen ft intiina

qwe r tyuiop

5 Dell EM+S Intune | iPhone Enrollment Guide | Version 1.5 @



Dell Proprietary and Confidential

3. Select the download symbol

®ec00 Verizon F 9:51 AM -
. intune company portal [ %)

Related: cloud storage> hotmail> touchdown fo|

Microsoft

Iﬂ Intune Co...
Microsoft C,

EMI lcsior

[a]

a

|

a

|

'ﬂ.\/wr\w

ol AN Microsoft _
0O B Q ®

eatured  Categories Top Charts  Search Updates

Note: After downloading the icon displayed is
“Company Portal” on the home screen

4. Select Open after the download is

complete
secon Verizon & 9:52 AM 3 W
. intune company portal o

Related: cloud storage> hotmail>  touchdown fol

,j Microsoft Intune
Company Paortal * OPEN
Microsoft Cmpmatmn
- o o

A\ Microsoft

ﬁlﬂQu

eatured  Categories Top Charts  Search

5. Enter your health.slu.edu provided email
address (example:
joe.smith@health.slu.edu) Note: After an
email address is entered, selecting the
password input redirects to the SLU login.

> Verizon 7 9:52 AM

Cancel

Microsoft Intune

Work or school account

|I_ someone @example.com

Password

Can't access your account?

© 2017 Microsoft =. Micre

Terms of use  Privacy & Cookies

6. After redirecting to mySLU enter your
SLU ID and password (example smithjb)

Verizon = 9:54 AM

Cancel

SAINT LOUIS
UNIVERSITY.

0365 Health.slu.edu

Please enter your SLU Net ID below.

SLU Net ID:

Forgot Password?
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7. Proceed to Enroll the device by selecting
Begin

erizon = 9:56 AM y_

Saint Louis University Health... Begin

Company Access
Setup

We'll help you set up your device to
access the Company Portal,
internal apps and other company
resources.

Device Enrolliment 1

Enroliment lets your company
manage your device and gives you
access to company resources.

Device Compliance !

You might need to set a passcode
or change your email
configuration.

More information about enrolling
your device

Skip Setup

8. Select Continue

seocc Verizon

<

Why enroll your
device?

When enrolled, you'll be able to:

Access the company’s network
Get company apps from the
Company Portal

Remotely reset your phone to
factory settings if it is lost or
stolen

Automatically configure your
company email account

More about enrolling your device

9. Select Continue

®so0C Verizon =

4 Continue

IT admin cannot see this on
your device:

« Call and web history

« Location

« Email and text messages
« Contacts

« Passwords

« Calendar

« Camera roll

@ IT admin can see this on your
@R device:
+ Model
« Serial number
+ Operating system
+» App names
« Owner
« Device name

10. Select Enroll

What comes next?

When you tap Enroll, your device will
ask you to do the following:

« Install the Management Profile

« Trust the remote management
source

For certain corporate devices, you
may instead be asked to verify the
Serial Number.

If you want to enroll, it's safe to take
these actions.

Mere about enrolling your device
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11. Select Install to install the certificate

@ Safari cococ & 1118 PM 3
Cancel Install Profile Install

S
Management Profile
Saint Louis University Healthc...
Signed by 10SProfileSigning.manage.mis tc
om
Verified v

Description  Install this profile to get access to
your company apps

Contains Device Enrollment Challenge

More Details

12. If prompted for a passcode, enter the
digits
@ safari cocoe LTE 12:64 PM 4 -

Enter Passcode Cancel

Enter your passcode

©C o OO0

ABC DEF
4 5 6
GHI JKL MNO
7 8 9
PQRS TUuv WXYZ

13. Select Install

Install

Cancel

14. Select Install to install the profile

sec0oc Verizon 5 121PM -

Cancel Warning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https:/f
i.manage.microsoft.com/
DeviceGatewayProxy/ioshandler.ashx”
to remotely manage your iPhone.

The administrator may collect personal
data, add/remove accounts and
restrictions, list, install, and manage
apps, and remotely erase data on your
iPhone.
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15. Select Trust to complete the install

Remote Management

Do you trust this profile’s source to
enroll your iPhone into remote

management?

Cancel

16. Select Done to complete the process

@ Safari coooc & 1:38 PM

4 -
Profile Installed Done
Management Profile
Saint Louis University Healthc...
Signed by 10! ing.manage.mi c
om
Verified v

Description  Install this profile to get access to
your company apps

Contains  Mobile Device Management
Device Identity Certificate

More Details

17. A passcode is required select Continue to
change

Passcode Requirement

You must change your iPhone unlock
passcode within 60 minutes.

Later Continue

18. Enter the current passcode and select
Continue

Passcode Requirement

To change your passcode, first enter
your current passcode.

Emergency Continue
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19. Enter a new passcode (Note: Simple
passcodes are not allowed, i.e. “1111”).
Select Continue

New Passcode

The passcode must not have repeating
characters.

Emergency Continue

20. Re-enter the passcode for acceptance.
Select Save to complete

Re-enter your new passcode

sese|

Emergency

21. Select the device category that best fits.
Select Done to continue.

@ Safari eecoc % 1:28 PM [
Device Category Done
Choose the best
category for this
device

This category helps your IT admin
provide access to company
resources for this device. After
setting this category, you must
contact your IT admin to change it.

University Owned Device

Personal Device v

22. If 2 green checks exist at the enrollment
screen, the device has been successfully
enrolled. Select Continue to proceed

Safari o

Rl

1:28 PM [ ]

Saint Louis University He... Continue

Company Access
Setup

We'll help you set up your device to
access the Company Portal,
internal apps and other company
resources.

Device Enrollment o
Enroliment lets your company

manage your device and gives you
access to company resources.

Device Compliance o
You might need to set a passcode

or change your email

configuration.

More information about enrolling
your device
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23. Select Done to complete the process

@ Safari escoc & 1:29 PM [

Company Access
Setup Complete

Your device is now ready to access
the Company Portal, internal apps and
other company resources.

If you have difficulty accessing
company resources, contact your IT
administrator for assistance.

24. Select Apps to display the app selection
screen

Saint Louis University Healthc... M=

All Apps

R A8

My Devices

EI Chad's iPhone
9

25. Browse to Outlook and select the icon

seses Verizon & ¢ 9:29 AM 3 -

DG & portal.fei.msua0l.manag C

Saint... o &%

All Apps Categories
All Apps

Sort by : Name Ascending ¥

Managed Qutlook

Browser Migrosoft Corpora. .
Migrosoft Gorpora...

26. Select to Install Outlook to begin the
downloading process.

on = 1:32 PM b
portal.fei.msua0l.manage. microsoft.com

= Saint Louis U... P

QOutlook

Microsoft Corporation

Install

Apps will be installed onto:

o Chad’s iPhone. Tap here if you
are not currently using Chad’s
iPhone.

>

Size: 0 bytes
Date Published: 6/8/2017

"“The best email app for the iPhone.” -
The Verge

Meet Outlook for iOS, the app that
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27. Select Install when prompted.

App Installation

“i.manage.microsoft.com” is about to
install and manage the app “Outlook”

from the App Store,
Your iTunes account will not be
charged for this app.

Cancel Install

28. Return to the Home screen to monitor
the download. Once the Outlook icon is
solid select it to open.

o F 3:18 PM
o)
B @

FaceTime Calculator Podrasts Watch

2 & m

Extras  Comp Portal = <.~

29. Select “Get Started” on the setup wizard

ooooe Verizon = 1:38 PM R

Outlook

A better way to manage your email.

Get Started

View our Privacy Policy

30. Select “Notify Me”

w8000 Verizon 7 1:39 PM R

Get Notified

Don't miss out on important
emails or calendar events

No Thanks Notify Me
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31. Select Allow to verify the notification
selection

"Outlook” Would Like to Send
You Notifications
Notifications may include alerts,

sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow

32. Select Add Account (Note: Additional
accounts can be added later)

sooos Verizon & 1:41PM R

1 Account Found

n [l@health.slu.edu

Office 365

Add Account

Skip

Microsoft may email you about Outlook Mobile
You can unsubscribe at any time.
Privacy Statement

33. Select OK at the warning screen to verify
data protection and restart the
application

Your organization is now
protecting its data in this app.
You need to restart the app to

continue.

OK

34. Outlook installation is now complete.
Return to the Home screen and select

FaceTime

20
a®0 == ||

Extras  Comp Portal

Safari Messages Music
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35. Once Outlook is installed, open the
applications and select Settings in the
lower right corner.

M B B & O

Mail Calendar Files People Settings

36. Select the Office 365 Account.

Accounts

ry I onealth siu...

Office 365

37. Enable Save Contacts to allow the

Outlook contacts to be used by the OS.

Automatic Replies OFF

Save Contacts (?)

Having sync issues? Try resetting your
account.

38. Select Save to My iPhone
39. Allow Access to Outlook Contacts.
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